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Public Coins vs Private Coins

Randomness in interactive Proo{-'s comes in different forms.

Ex1: in the 2-message LP for GNI the verifier's rondom bit b must be secref,

Ex 2: in the poly(n)-messoge IP for TABF, all verifier randomness is sent fo the prover,

ToDAY: How do these seH'in9s compare?

def: A verifier V is public- coin it its every message is o Freshly sampled uniform

rondom Sfrina of o Frescribzd len3+h, (T V hoas no restrictions +hen V is private-coin )

def: AMIK)/MALK] are Iansuaaes decidable vio. K-round public-coin IPs

where the verifier /prover moves first. (7" stands for Arthor=verifier £ “M" stands for Merlin= prover )

Trivial : ¥k, AMLK) MA[k] ¢ IP[K],

Private Coins versus Public Coins in Interactive Proof Systems

SU\'PI‘iSihS‘. ‘H'\QOI'Qm: V K ) I? [K] ¢ AM[K"'\] ﬂ Shafi Goldasswer ~ Michael Sipser @
o

MIT MIT

We study o special case of the theorem today.



Revisiting Graph Non-Isomorphism

theorem: GNI € AM[k=1] (Pl—e_viou5|y we proved that GNI € IP[K:‘].)

IpeA: look at graph isomorphism in o quantitofive way

def: The automorphism group of o graph G=(VE) is

ot (G) = {W: V-V | T is o permutation ond T(6)=G } . ‘*‘;:“:"l‘::f::“sq'l“
claim: G has —M_ isomorphic graphs, Ge(EE) 1_1‘_3‘9i,’._§_'.
lawt(@)! PRie grap G=([3),E,) f_g_nl)xl_s._z.
Hence | {(H, )| H=G ~ meout(H) }]=nl | G=GLE) 3t 3l Y2, s
permatahins

G’wer\ (QO,Qn)/ de{:ine S:-' {(H,Tl‘)‘ (H‘:‘ Go v HEC.) A Wea\,{-(H)} .

Go= G, = IS]=n!
qo?-é G, - ,S|=2’“\-

Moreover, can prove that (Hm)eS by providing an isomorphism to G, or G,.

Observe that: {

=P Tt svffices for the prover Yo convince the verifier that [S| > 2-nl .



Note:

Tool: Pairwise Independent Hashing P 8 pirise-independen

¥ xx'e fo " with x#x‘)

Hm,Q is universal (hf; [hix)= Mx‘)]=§
€ D,Q

A {und-ioy\ Farnily Hm,z={ k: {o,|}"‘_, {o,|}9} IS Pairwise—-independen'l' if

: 2 "I(X):)/ |
¥ oxxte fond” vith xex', ¥yy'efo} B [ hv‘2=>‘]’ 2

ExamrLe - HM'M = { hm,b (x)= ax4—lp}

(a random affine function over Em ).

G,Leszn
- = :-LL-'
et glor gl 2] =
o\,b ha,b(x');y' o,b 0\X+b—_y o,b b= )’—O\X 2

Ach\m\ly we are interested in o family Hpg With Z<m,

So consider : HM‘= { ha,b(x) = 0X+b mod .'{l }

a,be ﬂ:lm )

T he truncation o £ bits does NOT offect pairwise independence *
there are 2™ choices of aeFm st o-(xx) mod 2% = y-y'

ond for eoch such aefm there are ™ choices of beFm st oxtb mod 2° =Y.,

We have an efficient pairwise-independent function fomily Hy,o for every m € with Lem,



Set Lower Bound Protocol [1/2]

Let S<{01}" be in NP (i.e., can efFicien’rly check that xeS  with the help of a Proow.
GoaL: an IP for the promise problem { ZZS :f\_- lIiIIzBB/;_ }
R V4 (B)
Set £eN st 2F2¢Bc 2l
Find xeS st. hta=y. L\,y Sample heH,, and yé'{o,\}z.
X, W, Check thet hlx)=y and T proves *eS",

Find proof 7 for “xe S,

lemma: if |S[> 8 then B [<RW(®>=1]12 385
}gap is >—2r—8 I

13} |SI\z Hen ¥P B [<PVs(8))=1] & % -%z

Soundness: if |5|6-B£ then

l _
—

¥P B [<Pvs(B))=1] ¢ g—[?xeg hx)=y] x%S %[MX)=)’] ANE 2‘ <<



Set Lower Bound Protocol [2/2]

Let SS{O,!}M be in NP (i.c.,can efFicien-Hy check that xeS  with the help of a Proof).

. | Yes i+ |S|Z B
GoaL: an IP for +he promise Prob\em {No it Is|< B

2 V4 (B)
Set LeN st 2%2¢B¢ 2l

Flnd XGS st. b()()zy. ¢ L\/y Samp\e k(.Hmlz ahd ),(_-{ol‘.kz.
Find proof T for “%eS’. _ X, . Check that hlx)=y and m proves *eS",

lemma: i |S|2 B then B [<R(RI>=1]2 > 18- 2
}gap is a—}r—B

i} 1S1€3 then ¥P B[<PV(B)-1]< 1B

randomness of y is
not vsed for completeness

COM?‘Q+¢“Q533 wLoG ISI=B (\arae.\- IS| increoses acceptance Probabi\i’ry). For every y e{o,l}‘i

h(x)=y | _ I
B [<R(B)>=1] = Br[3xes: h(x} )%SJMW) 752 XS B"[h(x%)']— sl - (3) 2
" Inc\uswn—Exc\wo;Bound g | (B ‘_ iy R B’- _ B (|—- £)> B | 3
A% BluE]»>nla]-Z BlEog] = ?— Z) 2?.2 7 ?—2?.2-" B Zﬁ' o /F(l-Z).:ZB
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Public Coin Interactive Proof for GNI

theotem: GNI € AM[Kk=1]

4+ n 103n

(H=Go v HEC.)}‘

A T € ovy(H)

APPlY $he set lower bound profocol on S:= {(H,ﬂ) € {0,‘}

P((Go,6))) V((6,6.))

B:=2-nl, m:= n*+n-logn

Set £ st 2¥* <B< 2% [onds 1=O(n-lan)]
Find (KM €S st h(Ha)sy, < PY  Somple heHue and yefoalt.
Find isomorphism o $rom H to Gy (\“/W),S") Check that b(H,Tr)=>/ ond (H,m)eSs.

[ (‘P(H)=Co Y ‘P(H)'—q.) A Te oM(H)]j

Completeness:  i§  (G5G) € GNT then |S)=2.n! so

Yl’ [(P((GO,qu))/V((qO,q|))>=|] - hf;[a (H,“)GS . l’\(H,ﬂ)"")’] 2 % %{

Soundness: il (doG) @ GNI then [S)= pl So
s o rs . _ LB
¥P B [<P V(GGN>=1] = g;[a(n,n)eszh(H,v)-y] C T



Perfect Completeness for Public Coins

The set lower bound protocol introduces a completeness error,

This is NOT essential- On Completeness and Soundness in Interactive Proof Systems

Martin Fiirer Oded Goldreich Yishay Mansour Michael Sipser Stathis Zachos
+heorem: Penn State Technion MIT MIT CUNY

¥
If{ L has o K-round public-coin TP L . .

then L has a (k+)-round valic—Coin IP with perfect completeness,

-
)

Example: We showed that GNT € AM[k=l]/ so we deduce that GNI eAM[Ec;O, K=2],
(GNI has a 2-round public-coin TP with perfect  completeness.)

We proceed in several steps.
. Warmup: simple pro-l-oco\ }o reduce (bu}t not eliminate) comple+eness etror,

* Review: Lovtemann's Proo{f thot BPP SZ‘; .

* Proof-: we. build on mod'muP ond review,



Warmup: Reduce Completeness Error

Repeat the protocol multiple times and accept if AT LEAST ONE execution accepfs.

PX): Vi ):
For lel...,K:
( (
(V) (i) (i) Oj‘)/ °-~/ajﬂ> (1 (9] Ly
V‘\é [t]/ O\‘ 1= P (X,?‘ ey ?:)_' ) ?:‘(,)m g:‘(t) SQW\Pl( g\‘ /"’/g;‘ € {O,I} J'

.
N

Jiele] Vix, a4 )=

For every repetition parameter teN:

b Eogt B[R %Y=0l= ( BI<PK)VEH>=0]) ¢ £
e £ P E=tee B [<RW),V%00P=11< E-BICP)VOO>=1]1< E- &
. K » K=k The £ execvtions are in parallel,

. C b C=tc Each execution contributes ¢ bits of communication,

The comp\e+eness error con be made arbih-arily smoldl but NOT zero,

BuT: @& clever twist on this protocol ochieves perfect completeness,



Review: Lautemann Theorem [1/2]

theorem: BPP < =f  Review: Lesl <« 3 polynomial-time algorithm D S-{_-{xeL > 3y ¥z Dlxy2z)=1

x¢L > ¥y 32 D(x,y,2)=0 °

let L be decidoble by o Polynomial-ﬁme probabilistic a\gori+l\m M  with {YES’Q""O" probability <

NO-error probabi\i-\y <p°

ProBLEM: The probabilis+ic a\goriH\m M sometimes errs.
How to construct o deterministic algorithm D that NEVER errs ?

n
We have to somehow "gd' tid of errors cavsed by randomness

Ipea:  Consider multiple correlafed execvbions of M vio randomness shifts,

+ xelL @ Pr[MW)=0]¢ > Vg Jielt)
g@o-ﬁ) is
Many accepting accep\'ihg : :
randomness Sfrinss. We can find a |
small number of
shifts ¢, ¢t
« x¢gL = P[MW=1]<pB such that ... 3g Yielt)
g®c" is
Few accepting rejecti ng
randomness sfrinss.
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Review: Lautemann Theorem [2/2]

+h : p - P ST : xel = 3y ¥z Dlxyz)=1
eorem: BPPc > Review: LeZ, <> 3 polynomial time alqorithm D st {ng > ¥y 32 Dlxy2)=6 °

YES-error probabi\&y <

let L be decidoble by o polynomial-time probobilistic algorithm M with { No-error  probability <p °

We use the probobilistic method Yo show the +wo conditions |

« If xeL +then (provided t>—wf-°(—) 3¢"’,...,0"*’ef0,|}‘- VgefO,l}r (Fie[t) N(X;O‘meg)=l)z

.)B;m [3 ge{O,l}"(V' le[':] M(X}Wm@g)=0)] < 2 v "B-s‘*’[ V' ‘e[t] M(X}W%S)=O] For £ |al’3e_ ehovjh

.., gelo} ¢y MOST 6. 6% are good.

i . /
= -8 [ Wie[t] Mlx;¢")=0]) s 2" <1,
9,1

+ If xgL +hen (provided t<—|§) Vo e elol Jgefol (¥ielt] Mix;ceg)=0):
: 0 (E) r : cmo)=t]= o)=1lg
Fix . oo}, For every |e[l:], geE{':;,\}"[ M(x;s ®g)-l] gé%,\}" [ M(x;¢) 1] < B.

Hence,

P [3ielt] Mx;o%%g)=1]< 2.

;Tleg)=1] < £-R <
gefo,\} |e[t] g;r'{;,‘}‘.[m()(lw Qg) l] t F l.

The condition 3teN —5-;7( < t<-;3— can be achieved by repetition (and taKing majori+y).

Eq. for ooBo=);: L-wise error reduction gives r=f:t and «p=exp(-£), yidding poly(2)-ro<t < exp(2),
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Proof of Perfect Completeness for IPs [1/3]

Let (BV) be a K-round public-coin IP for L,
Let F be V's randomness com|>|ex'\+y/ divided by tounds as h,.f with Zyepqg=V.

For every repetition parameter teN the new public-coin IP (P,Vy) is as follows,

P (x) Vi (x)
Find f('),...,a‘“" € {o,\}r st
Ve for} Jielt) <P Vixalog=l TS
For j=1,.,k:
..,
Vielt] 0" := P (x, g, .., G @S,/ 0 ’ Sample gje{O,l}rj.

y4
N\

Jielt) Vix,a" _ af cTeq)=1.

‘ ,0.0,

e Lo =0 Provided that t>_log£c . OS We prove Soom .
o £ E=t-&  Ag we prove soon, T+ is <| provided thot tel

&s
« K B K=K+l There ore £ (correlated) execuvtions in porallel ~plus an extra messoge.

+ C > C=k-(ctr) Each execvtion contributes ¢ bits , Plus £+ bits in the exttd message.

The condition JEeN —|°‘;€c< E 4—;; can be achieved by repetition (ond toKing majority )

12



Proof of Perfect Completeness for IPs [2/3]

P, (x) Vie(x)
, v
Find ¢"..,0®e {0,
v ge s-0")\- 3 ie[l:] <P(X),V(X,Q'm$g)> = 6-0),...,6'(1;)>
For J o 4
‘ O‘fl"/ /Qgﬂ ]
’VLiG[t], aﬁ" = P (x, o"g,. ,Q""eg\) 2, SomFle gje{O,'} P

y4
N

Jielt) V(x,a" 4. cVeg)=]

LY

Completeness:

Voedoad (Jielt) <POOVixsTg)=1)
Svuppose that xel .

I8 Pulx) Finds ”cjood“ ¢ ., € then Pxlx) convinces Vi(x) with probability 1.
They exist:

[33650' Vielt] <P(),vixsPog)P =0 ] Fe [Vle[t] <P, Vixatoe)? =0 ]

). /“'(e gefoltt €%

= 2" (f\-g [Vle[ 1 <P Vix g = ] g2 Ef < .
8%y

13



Proof of Perfect Completeness for IPs [3/3]

~

Soundness: Syppose that xgL and fix a malicious prover P, .

for evary ielt], define P against V as follows:
* Run P to obtain (G’"’,...,O‘m).
* In round \')e[K] (having received 1S from V):

— Compute the next message. as 4:= [4( g\ec'\“),___,gi,\eqj‘,‘\" )il..

Detine (ql'),...,cm )::"5; ( the prover's First mzss&ge).

For every ielt],
B[ VI, BG..e)i; sVeg)=1 ]

gefo}
= 8}{}3‘r [ V(x,B(c"g), .., Fla'ss,. ale); sVeg)=1 ]
€o)
= ge%l;}" [ VB, Rils,.,2);8)=1] s & .
We conclude +hot
e [<Pr il 0>=1] - L L31ele] VI Bloil, . Brls,-, 0] o ®3)=1] be+
1 (] \[ S

B L VI, Rl eV3)=1] ¢ L& < I,

< 2.
1e[t] €0 y



The Case of IOPs: Private to Public Coins

The IP transformation to obtain o public-coin verifier can be applied o an TOP (iew it as an v)
but the I'esvli'ihg I0P hos bod query complexity
Indeed, the set lower bound protocol tequires the werifier to read the (alleged) preimage xeS

and the size of x wovld be at least He Size of o prover message (an IOP string in this case) .

Nevertheless o similar I0P-{riendly transformation exists:

theorem: T{ L€ IOP [&,Ss, k,Z,2,q, r ]

then Le IOP [Public-co'm, € < | Es'< § K'= O(K), Z={°,l}, a'=p0’y(f), q=00(l) per rovnd“/ l"=\'+0(|03v\)]

The proof opprooch is as follows:

(k+)-round O(k)-rovund
K-tound priva’re-+o-|>ob|ic — 5 public-coin  ____ IP-to-I0P 5 Public-coin
IoP Fransformation for IPs TP transformation IoP

( Moke the .IOP verifier read)
0(1) bits from each message.

(View the TOP os an IP.)
A Key ingredient of the TIP-to-ToP +ransformoation is Twpex-Decopapie PcPs |

o S+ren3'|'he.n°m3 of the notion of Holographic PCPs

RemArk: A PCP is o Public—coin IOP/ so the Pul:lic-vs-Privo:l'z-coin quesfion is trivial
15



The Case of IOPs: Perfect Completeness

The IP transformation for perfect completeness extends fo TOPs — with

0. moderate increase in query comp\exﬂ'y: q P c" =t°q = O(— ‘ oa'-&)q ,

PROBLEM ; +y|aicq|ly r=|.(L(I03n)/ $0.q' is super-constant. even if 9 .is_ constant,

We can preserve query complexity (upto a small odditive constant)  with & small tweak,

P, (x) V,(x)
. r
Find ¢ ., 0%e {00} st
V‘ gE s-o'l)\' 3 IG[IT.] <P(x)lv(x’°,(i)eg)> =| G“”/...,G‘&))
For j=\/...,K'.
O(}) Q(e)
\ . AT IR .
Vielt] 0" = P (x, s, G 8,/ o Sample ¢ e fo1}"
p J
Find ielt] sk <PO),Vixstg)) =| L Vix,al af.ceg)=].

New pamme’rers :

The ToP prover tells the TIOP verifier which execvtion accepts, |
o e &=0

=> The IOP verifier teads ie[t], then reads oie{o 1} » & P &=t &
. * K P K=K+l )
ond then checks the i-th execution with randomness ¢“e¢. ¢ 1Z1 B 1Z1=max {1Z), 2k}
« L P L =ELety
NoTe: the IOP vyerifier is adaptive. * 9 P q =9+

e Fr P V¥=r¢r

16
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